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Table 1.2

Security Servicey (X.800)

“Thé protectian of the information that might be . gt

AUTHENTICATION

The assurance that the communicating entity is the
" one.that it c!ai‘ms to be.

| Peer Enhty Aulhenncauon ,
- Used in-association with a.logical connccuon (o

1 prowde confidénce in the identity of the entities

connecled

-'-D'ata-origin'-Aﬁtheniicﬁliox_l- :
tranéfer, provides assurance thal
fved data.is‘as claimed.

Lhe source;of

 derived from observation of traffic flows.

' TECOVETY.

| of wihiethier the sélected fields have been moditie

[ Connectionless Integrity

specified party.

DATA INTEGRITY
The assuraince that data received ace exactly
as sent by an authorized catity (i.e. contain no
modification. insertion. deleiion. or ceplay).

Connection Integrity with Recovery
. Provides for the intcgrity of .1l user dataon a
connection and detecis any modification, insertion,
deletion, or teplay of any data within aa enlire dah
sequence, with recovery u!len\pled

‘Comyection Integrity without Recovery )
* As.above, but provides only detection without

Sclective-Field Connection Tategrity E
Provides for the integrity of selected fields within

the user data of a data block transferced overa -
connection and takes the form. of determination

mser(ed deleted: or replayed.

Provides for-the integrity of a smale“g
data-block and may take the fgi

data modificition. Additionat
replay detection may\(g

» NONREPUDIATION

Provides protection against denial by one of the
iftics involved in a communication of having

pparticipated in all or part of the cominunication.

Nonrepudiation, Origin
Proof that the message was seni hy the specitied parsty.

Nonrepudiation, Destination
Proof that the-message was received by the

o 2o
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Table 1.3 Sccurily Mechanisms (X.800)
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Table 5.2 Contents of Trust Flag-Byte
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®—->—® = Xissigned by Y
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™) = key's owner is partly trusted by you to sign keys
(® = key is deemed legitimate by you
Figure 5.7 PGP Trust Mode} Example
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The Authentication Header consists of the following fields (Figure 6.3):
* Next Header (8 bits): Identifies the type of header immediately following this
header. :

® Payload Length (8 bits): Length of Authentication Header in 32-bit words,
minus 2. For example, the defaujt length of the authentication data field js
96 bits, or three 32-bit words. With a three-word fixed beader, there are a tota)
of six words in the header, and the Payload Length field has a value of 4.

* Reserved (16 bits): For future use.

® Security Parameters Index (32 bits): Identifies a securi ty association.

® Sequence Number (32 bits): A monotonically increasing counter value, discussed
later.
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*, Security Parameters Index (32 bits): Identifies a security association.
- ® Sequence Number (32 bits): A monotonically increasing counter value: this pro-
vides an anti-replay function, as discussed for AH.
" ¢ Payload Data (variable): This is a transport-level segment (transport mode) or
I[P packet (tunnel mode) that is protected by encryption.

@

<
X
[
&
2]

’ .- ‘.
[N Sy TN S

LN .
Payload data (variable) ~
ac caaty .

PR ~ e N,
. .

— - N eSO ST o N PN N~ L o~
- / - - ’ -
SN NS :\‘]\ \ Pad‘length" N .\Next\hqader:\

——— Authentication coverage ——»

"= Confidentiality coverage -+

- Authentication data (variable)

* Padding (0-255 bytes): The purpose of this field is discussed later.

* Pad Length (8 bits): Indicates the number of pad bytes immediately preceding
this field. :

* Next Header (8 bits): Identifies the type of data contained in the payload data
field by identifying the first header in that payload (for example, an extension
header in TPv6, or an upper-layer protocol such as TCP). o

* Authentication Data (variable): A variable-length field (must be an integral num-
ber of 32-bit words) that contains the Integrity Check Value computed over
the ESP packet minus the Authentication Data field. -~
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Figure 6.12  [SAKMP Formats

Figure 6.12a shows the header format for an ISAKMP message. It consists of
the following fields:

s Initiator Cookie (64 bits): Cookie of entity that initiated SA establishment. SA
notification, or SA deletion.

* Responder Cookie (64 bits): Cookie of responding entity: null in first message
from injtiator, . .

* Next Payload (8 bits): Indicates the type of the first payload in the message: pay-
loads are discussed in the next subsection. '

* Major Version (4 bits): Indicates major version of ISAKMP in use.

¢ Minor Version (4 bits): Indicqles minor version in use.

* Exchange Type (8 bits): Indicates the tvpe of exchange; these are discussed later
in this section. '

« Flags (8 bits): Indicates specific options set for this ISAKMP-exchange. Two bits

" so far défined: The Encryption bit is set if all payloads foHowing the header are

encrypted using the encryption algorithm for this SA. The Commit bit is used to
ensure that encrypted material is not received prior to completion of SA estab-
lishment. '

* Message ID (32 bits): Unique ID for this message.

* Length (32 bits): Length of total message (header plus all payloads) in octets.
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Exchange Note

(a) Base Exchange

ISAKMPSA‘ egcuauon

P a2

: '__(1)1—>R SANONCE, .° .. " . ‘Begin IS “;'_,—SAnegonanon. o

o '(2) R SA NONCE IDR, AUTH '_ o """ Basic SA agreed upon:Responder; xdenmy

i it verifiedby” initiator 7
) (3)_ = R:IDI; AUTH . o ., Inidatoridentity venﬁcd by responder; SA .
o BT S Lot N 'estabhshcd . : R ,;_.::

(d) Aggremve Exchange

\\
* Begin’ ISAKMP SA” negotlauon and key excbange

Tnitiator xdcnmy venﬁcd by responder, Key
gcnerated Basic SA agreed upon. :

-Responder xdenmy venﬁed by uuhalor SA
/.. .established «: I . .

(e) Informational Exchangc :

Notation:
! = ipitiator
R = responder

<+

= signifies payload encryption after the ISAKMP header
AUTH = authentication mechanism used
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