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UNIX FILES

Actually files are the building blocks of an O.S. When you execute the command
in Unix, the Unix kernel fetches the corresponding executable file from the file
system, loads its instruction text to memo*y and creates a process to execute the

command.

File types:-
A file in a Unix or posix system may be onc of the followmg types:
1) Regular file
2) Directory file
3) FIFOfile

4} Character device file
5) Block device file device file
(1) Regular fifes:-

=P A regular file may be either a text file or a binary file.
=¥ These files may be read or written to by users with the appropriate access
permssion.
=» You can create regular file by any of text editor e Vi, pees et
5 e (,Od"C“L{Q(ZQ&(Yw)
(2) Directory files: e

% Is nothing but a folder that contains other files, including subdirectory files
i.e it provides a means for users to organize their files into some hierarchical

structure based on file relationship.

=» Any(process) that has read permission for a directory file can red the
contents of the directory, but only the kernel can write to a directory ﬁlc

*» Directory may be created by mkdir command to remove use rmdir to view

the contents of directory use ‘Is’ command.

The following command will create a directory called vit, if it does not exist.

$ mkdir /usrivit.
A Unix directory is considered to be empty if it contains no other files except
the “.” and . . “ files. The rmdir command is used to delete a directory.

$ rmdir /usr/vite
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(3) Device file:- < Block device file
Character device file

Block device file represents a physical device that trensmits data as a block

at a time
eg - hard disk driveys, floppy disk dnivets.

=¥ Character device file represents a physical device that transmits data in a
character-based manner.

Ex:- line printers, mcdoms efc. C.c‘r) SobCheyfons)
. . g bl SKeeol
-> A device file is created by “mknod” command be ticemc 3L
ex:-mknod  /dev/xyz ¢ 115 5 :
Sepihcelin PAM

tot ot e

character major # munor #
device file
=% Major # is an index to a kernel table that contains the addresses of all device
driver function krown to the system i.e whenever a process reads or write
data to a device file, kernel use the devices magor # for 1/o function.

= Minor # tells the device driver function what actual physical device it 1s
talkingto. NA CAr. o j“[ ) < L«&éc&iwé_ A@’Lc&&
/" Z;""L% | % Lty fo
= For block device file use argument ‘b’ instead of ¢

.. (4) FIFO File:-
A type of file used for inter process communication between
processes. It also called as named pipe.
= i.¢ it provides a temporary buffer for 2 or more processes to communicate by
writing data of readmg data from the buffer.

< AFIFO ﬁlc is crcatcd by mkﬁfo command
The following command creates a FIFO file called myfifo if it does not exits

$ mkfifo /usr/vit/myfifo
We can also use mknod command to create F IFO file but is should be used with

option p
$ mknod /usr/vit/myfifo p

=% 1L can icmove DV rm conunand simiay «o that ol repuiar fiies.

FPIpe -8ef ‘(4‘0\/'6(4}
ULV > bt 'rnhf-fo/m/snv:é

P
oY i 707 B a ™ A A — ' e e
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{(5)Symbolic link file:-

BSD unix and SV4 defines a symbolic link file. A symbolic link file contains a
pathname which references another file either the local or a remote file system.

= Posix does not support symbolic link.
= ‘In’ command 1s used to create symbolic link file with option ‘-s’.

$ In —s Just/vit/xxx /usr/viwlyyy
the above command creates a symbolic link for a file by name xxx present in vit

directory ,by new name yyy present in vtu directory.

The unix and posix File system:-

=» Files 1n unix/posix are stored n tree-like hierarchical file system. The root of
wvA file system is the root directory, denoted by “/” character. The leaf nodes
of a file system tree are either empty directory files or other types of file.
<% Absolute pathname of a file consists of the names of all the directories,
starting from the root
Ex:- /usr/abe/xxx
% Reiative pathname may consists of ‘. and *..” characters
. => Current directory
..=> Parent directory
= In BSD (SVS) Unix file name and pathname are limited to 14 and 1024
bytes which are defmed in <limits.h> as
NAME MAX -14 bytes
PATH MAX - 1024 bytes

< [n posix standard POSIX NAME MAX 14 bytes
“POSIX PATH MAX 255 bytes

= Filename can be any of these from
. AwZ
atoz
0to9
_ (underscore)
= Pathname of a file is called the “hardlink”, after In command, a single file
can be referenced by 2 different links

NOTE: If option for command In is —s then it is soft(symbolic) link.
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= The following files are commonly defined in most Unix system

File

Jetc
Jetc/passwd
fetc/shadow
/etc/group
/bin

/dev
/ust/lib
/temp

Use

stores system administrative files

stores all user information

stores user passwords

stores all group information

stores all the system programs like

cat, rm, ¢p, my etc.

stores devices files

stores standard ib

stores temporary files created by programs

Unix and posix file axitrifutes:-

The general file attributes for each file in a file system are:-

- (1) File type

(2) Access permission

‘3) Hard link count - no. of hard links of a file

(4) Uid - owner user identification number.

(5) Gid - file group id

(6) File size — in bytes

(7) Time stamp
a) mtime(modification time stamp) () —he)
b) atime (access time stamp)
¢) ctime (creation time stamp)

(8) Inode number — the system 1node # of the file

O)Flesysm i — 4. ore Spoly it o e A
4 Steral

=¥ In addition for device file it stores major # and minor #

The kernel to a file assigns all the above attributes when it is created. Some of
these remains unchanged for the entire life

They are —

File type

File inode #

File system id
Major and minor #
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= Some of the above attributes can be changed by using some commands.

Command system call

i.e
to change permission chmod chmod
to change uid chown chown
to change gid chgrp chown
to increase hardlink count In link
to decrease hardlink count rm unlink
t= CF){:LT)J( logt «ccless “Aﬂn)(_ -0 LLci) uéu}x,_

’O

‘gﬂ:(/ck&:v? ti_h) e,

Inodes in unix system V :

<% In Unix system V, a file system has an inode table, which keeps tracks of all
files. Each entry of the inode table is an inode record which contains all the
attributes of the file, including an unique inode # & the physical disk address
where the data of the file s stored. =7 cnd -

=¥ For any operation if a kemel needs to access information of a file with an
inode # 15, it will scan the inode table to find an entry, which contains an
inode # 15, in order to access the necessary daia.

=» An inode # is unique within a file system a file inode record is identified by
a file system ID and an inode #. '

% Generally an operating system does not keep the name of a file 1n its record,
because the mapping of the filenames to inode # is done via directory files
i.e A directory file contains a [ist of names of their respective inode # for all
file stored in that directory. _

Ex: A sample directory file content (ABC)

Inode # filename

89

56 .
201 XyZ
346 a.out
201 Xyz_8

Where xyz_a is the hard Ik of xyz
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=» To access a file, say for ex:- /usr/cse , the Unix kernel always knows the “/”
directory (root directory) inode# of any process, it will scan the “/” directory
file to find the inode# of the usr file. Once it gets the usr file inode # after
checking access permission it then looks for the inode # of the cse file.

< Generally, whenever a new file s created, the Unix kernel allocates a new
entry in the inode table to store the information of the new file and it witl
assign the inode # of the filename to the corresponding directory file.

Application program interface to files:-

General interface to files are:-
<¥ Files are identified by pathnames

% Files should be created before they can be used
The various commands and system calls are:-

Regular file — vi, exetc.. —®  open,creat
Directory file -—+ mkdir — mkdir,mknod
Fifo file —» mkfifo —p mkfifo, mknod
Device file 5 mknod mknod
Symbolic links _, In-s — symlink

< For any application to access files, first it should be opened, generally we
use “open” system call to open a file, the returned value 1s an integer which
is generally termed as file descriptor.

» There are certain limits of a process .'to open files. A max. number of
OPEN MAX files can be opened. The value is"defined in <limit.h> header

file.

=» The data transfer function on any opened file is carried out by read and write
system call. '

<> File hard link can be increased by link system call, and decreased by unlink
system call.

<> File attributes can be changed by chmod, chown, link system cals.

> File attributes can be queried (found out or retrieved) by stat or fstat system

‘1
~Ootl
wlina

i}



ARy L LA

Asst. Professor

Departmeat of CSENSE
Vivekuianas tnstitute of ‘-"\.u WIOgY
Kumbaigoay, Dargaiore- /4.

=3 Unix and posix.] define a structure of data type stat 1.e defined in
<sys/stat.h> header file. This contains the user accessable attributes of a file

Struct stat
{

dev t st dev; —% file system id

ino t st ino; —  file inode number

mode t st mode; ——  contains file type and access flags
nlink t st nlink, 5  hard link count

uid -t st uid;- » file userid

gid t st gids© 5 file groupid

dev t st rdev; —  contains major and minor #
off t st size;, —— file size /(bytes)

time t st_atime;
time t st mtime; time stamp
time t st ctime;

Unix kernel suppor for files:-

|3

=® In Unix system v, the kernel maintains a file table that has an entry of all
opened files and also there is an inode table that contams a copy of file
inodes most recently accessed.

®» The process, which will be having their own data spacé (data structure)
wherein it will be having file descriptor table. The file descriptor table will
be having an maxtmum of OPEN MAX files entries. Whenever the process
calls the open function to open a file to read/write, the kernel w111 rcsolvc the
pathname to the file inode.

< The steps involved are :-

(1) The kernel will search the process descriptor table and look for the first
unused entry. If an entry is found, that entry will be designated to
reference the file. The index of tha‘)entry will be returned to the process
as the file descriptor of the opened files.

(2) The kernel will scan the file taskein its kernel space to find an unused
entry that can be assigned to reference the file.
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If an unused entry is found the following events will occur.

=» The process file descriptor table entry will be set to point to this file table

entry.

= The file table entry will be set to point to the inode table entry where the

© node record of the file is stored.

= The file table entry will contain the current file pomter of the open_ ﬁlc i.e

this is an offset from the pointer of the open file i.e this is an offset from the

beginning of the file where the next read/write will occur.

= The file table entry will contain an open mode that specifies thui the file
opened is for read only, write only or read and write etc/.. This shouid be

specified in open S.C

= The reference count (rc) in the file table entry is set to 1. rc is used to keep

track of how many file descriptors from any process are referring the eatry.

=» The reference count (rc) in inode table is increased by ome if 2 fils table

entry are referencing the same

If either (1) and (2) fails then the ‘open’ system call returns ~1 (fatlure/error)

File descriptor table file table inode table
—
kernel space
] =1 XyzZ
xyz and abc are 2 different files

= Normally the reference count in the file table entry 1s 1 if we wish to
increase the rc in file table entry this can be done using fork, dup, or dup2

system call.

) . fL_/) - =
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=» When a open system call is succeeded , its return value will be an integer
(file descriptor). Whenever the process wants to read/write data from the
file, it should use the file descriptor as one of its argument.

<» The following events will occur whenever a process calls the ‘close’
function to close the files that are opened

(1) The kernel sets the corresponding file descriptor table entry to be
unused.

(2) It decrements the rc in the corresponding file table entry by 1, if
rcf0 go to (6).

(3) The file table entry is marked as unused.

(4) The rc in the corresponding file inode table entry is decremented
by one, if rc#0 go to (6).

(5) If the hard-link count of the inode is not zero, it returns to the
caller with a success status otherwise it marks the inode table
entry as unused. 5 olewdocuds Ao plyaral dim sngar o B

(6) It returns to the process with a 0 (success) status. $le,

Hard and Symbolic link :-

=» A hard link s a unix pathname for a file. Generally most of thc unix files
will be having only one hard link.

=¥ In order to create a hard link we use the command ‘In’
Ex:- Con51der a file /ust/cse/old, to this we can create a hard link by

In /usr/cse/old Just/cse/new
After this we can refer the file by either /ust/cse/old or /ust/cse/new.

->Symbolic link can be created by the same command ‘In’ but with option —s
In —s /usr/cse/old  /usr/cse/new

=» In differs from the cp command in that cp creates a duplicated copy of a file
to another file with a different path name whereas In creates a new directory
entry to reference a file.
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= For ex:
In /ust/cse/abe fusr/ise/xyz

Then directory files /usr/cse  /usr/ise  will contain

mmode #  filename inode # filename
- - [_— [
90 o 18 .
P_.
110 .- 99 ..
( o
abe e | Gy
ISo =~ X @ 307{ ’/;( J
90)

both /ust/cse/abc and /usr/ise/xyz refer to the same inode# B, thus there is no
new file created. ~

=> For the same operation if [n —s or cp command s used then a new inode waill

be created
ie inode #  filename tnode #  filename
T[] [l
o | . 98 .,

abce loo jﬂt »
50| omx | |@D) | gy

If cp is used then the data contents will be identical and the 2 files will be
separate objects in the file system if we use In —s the data will contain only the path
name /usr/cse/abc, - '

Limitations of hard link:-

(1) User cannot create hard links for directories, unless he has superusern(root)
privileges.

(2) User cannot create hard link on a file system that references files on a
different system, bocause inode # s unigue to 2 Sle svatem.
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The difterences between hard link and symbolic link

Hard link

(1) Does not create a new inode

(2) Cannot link directories, unless
this is done by root

(3) Cannot link files across file
systems

(4) Increases the herdlink count of
the linked inode

Symbohe link

(1) Creates a new 1ode
(2) Can link directories.

(3) Can link file across file
systems.

(4) Does rot ¢hange the hardlink
count of the linked inode.
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Chapter 7: UNIX FILE API’S (Application Program Interface)

General File APPx:

Open :-
This is used to establish a connection between a process and a file i.e it is used to

open an existing file for some data transfer function OR else it may also be used to
create a new file. The returned value of the open system call is a file descriptor
(row # of the file table ) which contains the mode information.

Syntax:-
#include<sys/types.h>
#include<fentl.h>

int open(const char *pathname, int accessmuode, mode t permission)

The first argument is the name of the file to be created or opened. This may be an
absolute pathname or relative pathname.

absolute -> we have to specify from the root / very long and non portable
(should start from /)
relative -> portable and smaller ( advantages are more)
If the given pathname is symbolic refefnce, the function wiil resolve the symbolic
link reference to a non symbolic link file to which the link refers

The second argument is access modes or flags which is an integer which specifies
how actually the file should be accessed by the calling process.Generally the
access modes are specified in <fcntl.h> -

The available access modes are

O RDONLY -> opens the files for read only
O WRONLY -> opens the file for write only
O RDWR -> opens the file for read and write

And there are other access modes which are termed as access modifier flags and
one or more of the following can be specified by bitwise OR ing them with one
of the above access mode flags to alter the access mechanism of the file

e
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NOTE:- All the above allocation functions are implemented by the sbrk or
the brk system cell. Nommally, this system call expands or contracts the
heap region of a process.

e Although we can expand or contract by using sbrk(2) system call, most
verston of malloc( ) and free( ) never decrease their memory size. The space
that wejfree is available for later allocation i.e., free space is not returned to
the kernel, it is kept in the malloc pool or process address space.

¢ Normally what happens 1s that most implementations allocate a little more
space than is requested and uses the additional space for record keeping
such as size of the allocated block, a pointer to the next block etc,

¢ Other possible errors may be trying to free a block, which is already fixed,
trying to call free with a pointer that was not obtained from one of the three
alloc functions. If a process calls continuously malloc( ) function without
calling free function, then there is * Memory Leakage’. Some versions of
these routines provide additional error checking facilicy since it is very
difficult to detect errcrs.

@ The operation of the memory allocation is often crucial to the run-time
performance of certain applications. Some systems provide additional
capabilities. The mallopt function in SVR4 allows a process to set certain
variables that control the operation of the storage allocator. The function
malloc info is used to provide statistics on the memory allocator.

Alloca function :

e The alloca function has the same calling sequence as malloc, but instead of
allocation on heap as malloc does, alloc function allocates the memory
froni the stack frame of the current function.

e The advantage of allocating memory on stack is that we do not have to free
the space. It is automatically taken off when the function returns. Afloca
function increases the size of stack frame.

e The disadvantage is some systems do not support alloca function, if if is
impossible to increase the size of the stack frame afier the function has



Memory Allocation :

nnat aro

The main three functions that are used for memory allocation are

1. malloc( ) — allocates a Sp@ﬁi@jgmbe_mﬂhyies. The initial value of the

memory 1s indeterminate.
2. callog( ) ~ allocates space for a specified number of objects of a specific
ﬂggl he space is initialized to all zero bits.
3. realloc( ) - changes the size of previously allocated area ( increases or
decreases) when the size increases, it may involve moving previously
allocated aica somowhere else, to provide the additional room at the end.
Also, when the size increases, the initial value of the space between the old
contents and the end of the new area 1s indetermined.

The prototype of thess functions are
#mclude<stdlib.h>

void *malloc ( size t size);

void *calloc( size_t nobj, size t size);
voud *realloc( void *ptr, size t newsize),

All these 3 functions return ron-null pointer if ok, Null on error.

¢ The pointer returned by the three allocation functions is guaranteed to be
surtably aligned so that it can be used for any objects. Since all three return
generic void pointer, they remove the overhead of typecasting. Say for eg.,

int *ptr,
T ptr = malloc(100 *sizeof(1nt))

no need of typecasting

¢ The function free( ) causes the space pointed by the ptr to be de-allocated.
This freed space is usually put into a pool of available memory and can be
allocated in a later call to one of the three alloc functions.
void free(void *pir);

e In realloc function, we should note that always the return address of the
function may not be the same. It the first argument of the realloc( ) function
1.e., ptr is a NULL pointer. It behaves just similar to malloc() and allocates

the space of the specified now ua



= The functions tcgetpgrp( ) returns the process group id of the foreground
process group associated with the terminal open on filedes.
If the process has a controlling terminal, the process can call tesetpgrp( ) to
set the foreground process group id to pgrpid. The value of pgrpid must be
the process group id of a process group in the same session. filedes must
refer to the controlling terminal of the session.
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