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Types of e-commerce [
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¢ Many to many: Auction matketplaces used by many buyers and sellers that can
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LfIGURE 10.10 OLAP Server
Online analytical Client PCs
processing may I
involve the use of
specialized servers
and multidimensional
databases. OLAP
provides fast answers
to complex queries
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FIGURE 10.20 This exaruple of the capabilities and components of an enterprise knowledge portal
emphasizes its use as a Web-based knowledge management system.
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information technology in
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controversy in the areas of intellectual property rights, customer and employee privacy, security of company
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EIGURE 13.4

Part of the AITP standards
of professional conduct.
This code can serve as a
model for ethical conduct
by business end users as
well as IS professionals.
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1. HACKING
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FIGURE 13.6

Examples of common
hacking tactics to assault
companies through the
Internet and other
networks.

2. CYRER  THeeT

* cgw el o the e ‘ww\?ww\ e CN\\}O\\J(N\S'\'}\L
e L& oL mmuﬁ

3. UNAUTHORIZED VSE  Av  ‘Wosy

* The  waoauthonZed uae @"[{ Wm A\:YS’RN‘(}& A N/wh G
be  called  time % Yerpurce thedl .

® Thuw oy Yeage  Froen doteg prvatk. %Mj oy
pPAhonal  Loaereces | o p\aﬁix\g Video goammes o

waooetthonZed uoe e . 1

o V3




4 Nebdork me\*-mh\j slw, called ,&1\'\'@-966(3 , A 'Fr&q,m%lﬁ
wed o wmondor nlw Naffe o ovaluate “lw Capadity,
o wWell ok veveal Q)\(\\&U*f\c,e_ 0& Lﬂﬂfw?& UAE |

FIGURE 13.7

Internet abuses in the
workplace.
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Facts about recent

computer viruses and
worims.
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e Accessing individuals’ private e-mail conversations and computer records, and collecting and
sharing information about individuals gained from their visits to Internet websites and news-
groups (violation of privacy).

A
.

Always knowing where a person is, especially as mobile and paging services become more closely
associated with people rather than places (computer monitoring).

Using customer information gained from many sources to market additional business services
(computer matching).

Collecting telephone numbers, e-mail addresses, credit card numbers, and other personal infor-
mation to build individual customer profiles (unauthorized personal files).
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FIGURE 13.10 Biomeg?;r;;zz: Biomechanical
Ergonomic factors in the Gréthhézgomemc
workplace. Note that good Work Suraces
ergonomic design considers Elljl:‘l:gtjere
tools, tasks, the workstation,

and environment.
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FIGURE 13.18

Examples of information = Processing
Controls

system controls. Note
that they are designed to
monitor and maintain
the quality and security
of the input, processing,
output, and storage
activities of an
information system.

Qutput

Input

Controls > Controls

Security Codes Security Codes

Encryption Encryption
Data Entry Screens Control Totals
Error Signals Control Listings
Control Totals End User Feedback

Security Codes
Encryption
Backup Files
Library Procedures
Database Administration




Aud@kﬁng T &&Luﬁwﬂ

*  VYropoctoset objecive  To  buaneas  Systen  oudik s *‘rvyhlﬁﬁ
The oteqdity o} e O“?P\“ caudit e

£ A omdit trall cam be defdned oy the prtience o]
docurmeataton  that  allowd a Hvomaschon o be traced,

“Ehvough ad  Atoger of T refrmation PO LAty -

Figure 13.19 summarizes ten security management steps you can take to protect your computer
system resources from hacking and other forms of cybercrime {13].

FIGURE 13.19

How to protect yourself
from cybercrime and
other computer security
threats.

. Use antivirus and Firewall software
and update it often to keep
destructive programs off your
computer.

. Don’t allow online merchants to

store your credit card information
for future purchases.

. Use a bard-to-guess password that

contains a mix of numbers and
letters, and change it frequently.

. Use different passwords for different

websites and applications to keep
hackers guessing.

. Install all operating system patches

and upgrades.

10.

. Use the most up-to-date version of
. Send credit card numbers only to
. Use a security program that gives

. Install firewall software to screen

your Web browser, e-mail software,
and other programs.

secure sites; look for a padlock or key
icons at the bottom of the browser.

you control over “cookies” that send
information back to websites.

traffic if you use DSL or a cable
modem to connect to the Net.

Don’t open e-mail attachments
unless you know the source of the
incoming message.
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