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Cellular & Ad hoe lJireless Networks

* Tre Hlqwe bSelow  Ahows  the @Mmtm’r{m o€
A\Efuerat  wWiveleas YRbuwoocA .

Infrastructure Dependent Ad Hoc Wireless Networks
(Single~Hop Wireless Networks) (Multi— Hop Wireless Networks)

Figure ¢ Cellular and ad hoc wireless networks.
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Cellular Networks

Ad Hoc Wireless Networks

Fixed infrastructure-based

Infrastructure-less

| Single-hop wireless links

Multi-hop wireless links

| Guaranteed bandwidth
| (designed for voice traffic)

Shared radio channel
(more suitable for best-effort data traffic)

i Centralized routing

Distributed routing

| Circuit-switched
| (evolving toward packet switching)

Packet-switched-
(evolving toward emulation of circuit
switching)

Seamless connectivity (low call

| drops during handoffs)

Frequent path breaks
due to mobility

High cost and time of deployment

Quick and cost-effective deployment

Reuse of frequency spectrum
through geographical channel reuse

Dynamic frequency reuse
based on carrier sense mechanism

Easier to achieve time
synchronization

Time synchronization is
difficult and consumes bandwidth

Easier to employ bandwidth

1 reservation

Bandwidth reservation requires complex
medium access control protocols

i Application domains include mainly
| civilian and commercial sectors

Application domains include battlefields,
emergency search and rescue operations,
and collaborative computing

High cost of network maintenance
{backup power source, staffing, etc.)

Self-organization and maintenance
properties are built into the network

Mobile hosts are of relatively
low complexity

Mobile hosts require more intelligence
{should have a transceiver as well as
routing /switching capability)

Major goals of routing and

i call admission are to maximize the

call acceptance ratio and minimize °
the call drop ratio

Main aim of routing is to find paths
with minimum overhead and also
quick reconfiguration of broken paths

Widely deployed and currently in the

" third generation of evolution

Several issues are to be addressed

for successful commercial deployment
even though widespread use exists in
defense
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‘ . o The sender of an
intended reservation, if it senses the channel to be idle during GMS1, transmits
an RTS packet .during CMS2. The receiver node of a unicast session transmits a
clear-to-send (CTS) packet during CMS3. On receiving this packet, the source node
understands that the reservation was successful and transmits data during the DMS
of that slot, .

successfully in a slot, from
ansmit anything during
not‘~§o—send (NTS)

*'Oncg the reservation has beer made
the next slot onward, both the sender and receiver do not tr
CMS3, and during. CMS4 the sender node alone transmits a
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3. Ho? Regevvtation \"\uX‘RP\L Accear Protocol (HRMA)

4 The HRMA pryotocol 4 a muHchomnel MAC protél

which by baged o svmple half —duplex )Ny slow

- Freyuonay—heopping  spread gpectruwm (FHsS) vadios.

TS W a resuvotion X hondihake  ~mechamusm to
Groble o pait 0] Commwnicating Todel Yo Yadve
o -—F«t_q)m(ﬂ -'\jwv,%b\e)pg SMYONRQMB Co\\?,_s?m,-{yu

 dode. rovnamiAmion exem e Phe prtaomee o hidden

Out of the available L frequency channels, HRMA uses one frequency channel,
denoted by fo, as a dedicated synchronizing channel. The nodes exchange syn-
chronization information on fo. The remaining L — 1 frequencies are divided into
M= [LL—;QJ frequency pairs (denoted by (fi, fi*), ¢ = 1,2,3,.., M), thereby re-
stricting the length of the hopping sequence to M. f; is used for transmitting and re-
ceiving hop-reservation (HR) packets, request-to-send (RTS) packets, clear-to-send
(CTS) packets, and data packets. f;* is used for sending and receiving acknowl-
edgment (ACK) packets for the data packets received or transmitted on frequency
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] Figure . depicts the -
worst-case frequency overlap scenario. In the figure, the maximum number of fre- :
quency hops M = 5. It is evident from the figure that within any time period f
equal to the duration of a HRMA frame, any two nodes from the two disconnected

partitions always have at least two overlapping time periods of length s on the
synchronizing frequency fo. Therefore, nodes belonging to disconnected network
components can easily merge into a single network.
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Figure Merging of subnets.
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5. Five -~ Phaze Reservorxion Protocol

£ The FPRP W o gimgle —charnel ToMA-baged broodcast
Ac\'\e&uﬁfx\s protocol |
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Figure Frame structure in FPRP..
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* FEach wode F\nou% Wheon - & e -pnoae e LovLiA
CArau . The fiye - ?‘n%& of the ~erelycton pYocess
ave oA follows.,

1. Reservation request phase: Nodes-that need to transmit packe_ts send reser-
vation request (RR) packets to their destination nodes.

2. Collision report phase: If a collision is detected by any node during the reser-
" vation request phase, then that node broadcasts-a collision report (CR) packet. -
“The corresponding source nodes, upon receiving the CR packet, take necessary.
action. .

.3. Reservation confirmation phase: A source node is said to have won the con-
tention for a’slot if it does not receive any CR messages in the previous phase.
In order to confirm the reservation request made in the reservation request
phase, it sends a r&servatlon conﬁrmatlon (RC) m%sage to the destination
node in this phase. - : .

4. Reservation acknowledgment phase In thxs phase, the destination node ac-
knowledges reception of the RC by sending back a reservation acknowledgment
(RA) message to the source. The hidden nodes that receive this message defer
their transmissions during the reserved slot. :

-5. Packing and- ellmmatlon (P/E) phase Two. types of packets are transmlt-':'
ted dunng this phase packmg packet and ellmmatlon packet

In this phase, a pa.ckmg packet (PP) is sent by each node that is located within_
two hops from a TN, and that had made a reservation since the previous P/E
phase. A node receiving a PP understands that there has been a recent success in

- slot reservation three hops away from it, and because of this some of its neighbors

would have been blocked during this slot. The node can take advantage of this and
adjust its contention probability p, so-that convergence is faster.

In an attempt to resolve a non-isolated deadtock, each TN is required to transmit
an elimination packet (EP) in this phase, with a probability 0.5. A deadlocked TN,
on receiving an EP before transmitting its own EP, gets to know about the deadlock.
It backs off by marking the slot as reserved and does not transmit further durxng
the slot.

Corr\ 3N the 'FO\Low:mg ng.

——— RRPacket - ™ RC Packet

- — - -»  CR Packet —<—=-#~ RA Packet

e "D vy —1.
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s- /

Ks_w P*f'\\lw\-t Klﬁ of  Yhe Soukce.  node S

- Whenever the source sends a route discovery message, it increments the value of
nonce. Nonce is a counter used in conjunction with the time-stamp in order to
make the nonce recycling easier. When a node receives an RDP packet from the
source with a higher value of the source’s nonce than that in the previously received
RDP packets from the same sotirce node, it makes a/récord of the neighbor: from
which it received the packet, encrypts the packet further with its own certlﬁca.te, :
and broadcasts it further. The process can be denoted as follows: :

A— broadcasts : = [[RDP,IPp,Certs, Ns,t]Ks_]KA—, Certa
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Figure Hlustration of blackhole problem,

An intermediate node B, on receiving an RDP packet from a node A, removes its’
neighbor’s certificate, inserts its own certificate, and broadcasts the packet further,"
The destination node, on receiving an RDP packet, verifies node S’s certificate
and the tuple (Ns;t) and then replies with the RouteReply packet (REP). The
destination unicasts the REP-packet to the source node along the reverse path as

D-oX:= [REP, IPg, CeTtD,Ns, t]KD.._k

where node X is the neighbor of the destination node D, which Had originally
forwarded the RDP packet to node D. The REP packet follows the same procedure
on the reverse path as that followed by the route discovery packet. An error message
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Table Defense against attacks

Attack Targeted Layer in the Proposed Solutions
Protocol Stack

Jamming —| Physical and MAC layers FHSS, DSSS

Wormbhole attack ‘Network layer Packet Leashes [16]

Blackhole attack Network layer - | 128}, [29]

Byzantine attack Network layer 17

Resource consumption Network layer SEAD [26]

attack , '

Tnformation disclosure | Network layer SMT {30}

Location disclosure Network layer SRP [30], NDM [31]

Routing attacks Network layer [19], SEAD [26], ARAN [28],
ARIADNE [32]

Repudiation Application layer ~ ARAN |28]

Denial of Service Multi-layer SEAD [26], ARIADNE [32]

Tmpersonation Multi-layer: ARAN [28]



